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Introduction:
In this current digital era, there is a big relevance for Computer ethics and responsibilities of people who use computers, especially nowadays since everyone has some form of computer which are used on a day-to-day basis. Since computers are human created devices made so we can do things more conveniently and to calculate mathematical tasks that takes too long for humans to figure out, computers have nothing programmed into them to consider or process ethical behaviours of the people using them. Majority of computer users have no clue about what the correct ethics are and, what they should do and not do. (UKEssays, 2018) 
“Ethics involves systematizing, defending and recommending concepts of right and wrong behaviour”. (Fieser, 2021) Some of the most notable computer ethics issues include intellectual property rights, copyrighted electronic content, privacy concerns, and how computers affect society. It covers social issues like as access rights, workplace monitoring, censorship, and junk mail, as well as professional and legal concerns such as professional obligation and code of conduct, and legal concerns such as legal duties, data protection, and computer misuse and software piracy. Computer ethics deals with difficulties that arise from human misuse of computer software and technology. Because our civilization relies on computers and their networks to support economic and social transactions, societal and individual ethical problems have arisen. (UKEssays, 2018) In this research paper I will discuss the ethical and responsible use of computers and computing in the digital age and the challenges of online communication and the impact of their words and interactions on others in society.
Computer Ethics:
Computer ethics are principles of people’s morals or rules that dictates a person’s behaviour and viewpoints. (BBC Bitesize, 2021)
Computer ethics deals with concerns such as computer misuse and how to avoid it. Its primary need is that computer resources be used ethically. It contains measures for avoiding illicit digital material dissemination. The usage of the internet, online privacy, copyrighted material, software, and associated services, and user interaction with websites are the major concerns surrounding computer ethics. Our way of life has shifted because of the Internet. It has been ingrained in our daily routine. It enables us to communicate with someone in another country. Gathering knowledge on any topic, social gatherings, and a variety of other activities at the same time, however certain people are constantly attempting to deceive or hurt others. (GeeksforGeeks, 2021)
Computer Misuse:
Cyber Bullying – This is where mean people use social media websites, applications, chat rooms/messaging apps or gaming sites to bully a user, there are different types of cyber bullying these include: Harassment (Constant offensive rude messages), Denigration (Sending fake info with the purpose if ridiculing or starting fake rumours), Flaming (Using extremely offensive language to get a reaction), Identity Theft/Impersonation (Hacking into victims social media or making fake accounts) and Cyber Stalking (Repeatedly sending threatening and intimidating messages). (Bullying UK, 2019)
Cyber Bullying is just bullying but online which means that you can take steps to avoid/mitigate cyber bullying a lot easier than you can in real life bullying since social media allows you to block and report users, although this method is not absolute as if they are persistent enough, they can keep making new accounts to keep targeting the user. I think cyber bullying is more of an issue when it goes from online to real world bullying or the other way round.
Internet Trolls – Trolling someone is where, you're intentionally trying to irritate them or cause an argument with them, usually by posting hatred, bigotry, racism, misogyny, or just saying rude & nasty things on the internet directed at a victim. In the UK Internet trolling is an offence under the Malicious Communications Act of 1988. The challenge comes in identifying Internet trolling criminals since these crimes are frequently done behind fictitious 'usernames' or accounts. (Herts Police, 2019)
 The Malicious Communications Act states:
· “Any person who sends a letter, electronic communication, or article of any description to a person that conveys a message that is indecent or highly offensive, a threat or false information.  If the reason for that communication was to cause distress or anxiety to the recipient or to any other person, then the sender is guilty of an offence.
· This includes mobile phones and the Internet (any form of electronic communication).
· The offence occurs whether those targeted receive the message or not.” (Herts Police, 2019)
“Internet trolls who target people with abusive or offensive material online will face up to 2 years in prison.”  - (Gov.uk, 2014)
Unauthorised Hacking – What is hacking? Well hacking is where a knowledgeable computer user seeks to compromise digital devices & services, such as computers and networks. Hacking is not always malicious as there is Ethical (authorised) hacking. Hackers use many different tactics and techniques these include Botnets, Browser Hijacks, Denial of service (DDoS), Ransomware, Rootkits, Viruses, Worms, Trojans, Social engineering, SQL Injection, Spoofing, Backdoors, Crypto jacking, Identity theft and many more. (Malwarebytes, 2022)
Computer Laws:
The UK has a legal framework that enables governing how people use computers this is called the Computer Misuse Act. This act makes it a crime to: 
· “Access computer material without permission, e.g., looking at someone else's files
· Access computer material without permission and with intent to commit criminal offences, e.g., hacking into your bank's computer and increasing the money in your own account
· Alter computer data without permission, e.g., writing a virus to destroy someone else's data” (BBC, 2021)
Intellectual Property:
Intellectual property refers to whatever you produce with your intellect, such as a novel, an invention, a work of art, or a symbol. (Government Digital Service, 2012)
Having the correct intellectual property protection will assist you to prevent someone from stealing or copying your work:
· “The names of your products or brands
· Your inventions
· The design or look of your products
· Things you write, make, or produce”
(Government Digital Service, 2012)
Copyright, Designs and Patents Act 1988 - People's inventions are protected under copyright. When someone develops anything, they are the exclusive owner of it. What they may come up with is something like this: (BBC, 2020)
· “A picture, drawing or photograph
· A video, television programme or film
· Text, such as a book, article, or report
· A game” (BBC, 2020)
Copy right laws make it illegal to:
· “Make copies of the material
· Publish it and sell it without permission
· Distribute it to other people
· Sell copies to other people” (BBC, 2020)
Plagiarism – Plagiarism occurs when you include someone else's work or ideas into your work without giving them full credit, whether with or even without their consent. All published and unpublished material, whether in text, publication, or electronic document, is included in this definition. Plagiarism can be intentional, careless, or accidental. Plagiarism is a disciplinary offence under examination criteria, whether it is deliberate or unintentional. (University of Oxford, 2019)
Cracking – Cracking tends to be less complex than most hacking techniques, a lot of crackers will use tools solely made by other people and they are known as “script kiddies”.  Cracking entails getting into areas you shouldn't be and gaining access to things you shouldn't have. And it's usually with the intention of doing something nefarious while you're there: stealing data, impersonating someone, or simply getting free paid for software. (Avast, 2020) There is 3 main types of cracking: Password cracking, Software cracking & Network cracking. The main reasons that people crack is Data Theft, Corporate espionage, Data Manipulation, to cause damage, and Spreading Malware.
Digital Divide:
The digital divide is the difference in access to contemporary information and communication technologies between those who have it and those who do not. Digital divides exist between urban and rural populations, as well as between socioeconomic categories, developing and developed nations, and educated and illiterate people. (Steele, 2019)
In many nations, the COVID epidemic brought to light the harmful repercussions of the digital divide. During the lockdowns, the consequences of the digital divide were statistically visible in how specific demographic groups found it impossible to work from home, attend school remotely, and use telemedicine services. (Rouse, 2019)
Environmental Impact of Computers:
Both beneficial and bad effects of technology have been seen in the environment. Computer use has a variety of environmental consequences, including increased energy consumption, technical waste, and the impact of working from home. (BBC Bitesize, 2020)
Pros to Environment of Computer usage:
· Emails, databases and working digitally means less paper is required, which means less trees cut down.
· Using video conference applications reduce the need for travel to meet one another which means less fuel is used
· Being able to work at home significantly reduces commuting so less fuel used
(BBC Bitesize, 2020)
Cons to Environment of Computer usage:
· Computers, Telephones and Tablets consume energy and electricity, and quite a lot of it especially desktops with high specifications
· E-Waste can contain poisonous chemicals that have potential to be an environmental hazard
· EU member states must collect 45 tonnes of e-waste for every 100 tonnes of electronic goods put-on sale
(BBC Bitesize, 2020)
Privacy:
Data on a computer can be copied, distributed and resold very easily and quickly, which means that it puts a lot of people’s personal data at risk, the UK has the Data Protection Act which ensures that UK companies comply with the data privacy regulations however, privacy on the internet to some degree doesn’t exist unless you have a lot of knowledge about computers, since in 2016 the UK Government introduced Investigatory Powers Act which is where Internet service providers and phone companies keep copies of their users emails and search history for a period of time as well as giving the police authority to access computers and phones to search for data. (BBC Bitesize, 2021)
Anonymity - "Being without a name" is the most fundamental definition of anonymity. Simply said, if a person's identity is unknown, that person is anonymous. Being anonymous might be interpreted as a diminution in a person's responsibility for their acts. (Chauhan and Panda, 2015)
Anonymity is shown as a modern-day occurrence of the digital era. It has the potential to be a transformational, phantom state that grants unparalleled liberties to marginalised and opposing voices. It can also protect malicious actors from detection and repercussions. (Paech, 2012)
Conclusion:
The result of this study demonstrates ethical and responsible use of computers and the challenges of online communication and the impact of their words and interactions on others. I explained in-depth about computer ethics, misuse, laws, intellectual property, digital divide, and the environmental impact of computers. 
Many crimes are committed as a result of systemic flaws that go undiscovered owing to ignorance. There is no way to get rid of all computer-related issues. Quick fixes and patching may be used to address these security vulnerabilities. A comprehensive intrusion detection system, which therefore safeguards the systems and networks, will dissuade many intruders. Regularly auditing and assessing the computer infrastructure can help with the development and deployment of security solutions. Individuals are the essential building elements of society. As a result, every single computer user's decision-making process should start there. A focus on information system failures and research into them might help to bring computer ethics to the top of the agenda. Because they will be exposed to the digital world and may be misled if not supervised, students should be taught computer ethics as part of their education. Communities that do good will surely have a beneficial impact on the development of a country and, as a result, a better world. (UKEssays, 2018)
In this research paper I also explained cyber bullying and trolling, what they are, how to avoid them and the repercussions for doing such nefarious activities. 
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